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Encryption Tech,
Types of Tools

e TrueCrypt
* WIinRAR
* IM Clients
» SSH Clients
» File transfer
» Filezilla

*  Winscp
* RDP clients

Watering Holes -
previous
watering holes

* Crouching Yeti — ICS
related poisoned
installers

¢ Fortune website

¢ Darkhotel - P2P
distribution

Watering Holes —
StrongPity
Tactics

* Rarlab spoof

*  WinRAR distributor
link + redirect

*  WInRAR distributor
direct hosting

* TrueCrypt spoof

Watering Hole -
StrongPity
GeoTargeting

e ltaly

* Belgium
e Turkey
* Algeria

* Morocco

StrongPity
Malware —
Poisoned
Installers, Other

» Droppers
» Digital Certificates

» Clever crypto

+ Spyware

source: kionblog.com
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Session/data in motion

encryption
Drive and file content / data at rest _
encryption * IM Clients
* TrueCrypt « SSH Clients
* WinRAR * File transfer

Download: L4 Fl |eZ | | Ia

WARNING: Using TrueCrvpt i

» Winscp
* RDP clients
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« Sourceforge (+mirrors)

* Resellers and distributors

Microsoft Store and
Microsoft Update

Homebrew websites

Maybe over http

Signed (SHA1?) or
unsigned, PGP
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> eCatcher

» Crouching Yeti — poisoned
installers, ICS focused

eCatcher

-

Ideas and solutions
for remote maintenance. Q e s

MONET  mMOCONNECTRG  mymbCONNECTES

. P

mbNET toolbox and mbSPIDER - now mbSECBOX - PLC-backup and virus
supports M-Bus and KNX detection for $7-3001400 PLC

d: E PLC progrm D gy

https://securelist.com/files/2014/07/EB-YetiJuly2014-Public.pdf

Standard TOF Cameras
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« Ralrab.com — spoof of
Rarlab.com

* Redirect from redistributor site

Index of /rar X +

@ @’ € ralrab.com
Index of /rar
Name Last modified Size Description

a Parent Directory

i@ winrar-x64-531.exe 2016-06-01 06:57 2.7M
::“:j winrar-x64-53 Inl exe 2016-06-01 06:57 3.0M
& wrar531 exe 2016-06-01 06:57 2.6M
& wrar33 larexe 2016-06-01 06:58 2.6M

Ej wrar33 lfr exe 2016-06-01 06:58 2.7M
E_L] wrar53 1nl exe 2016-06-01 06:58 2.9M

Apache/2.4.10 (Debian) Server at www.ralrab.com Port 80



hxxps://www.winrar].]it/prelievo/WIinRAR-x64-531it.exe
hxxps://www.winrar][.]it/prelievo/WRar531it.exe

[E] WinRAR - Prelievo

S d- €

s RARLAB®
H ®
B WinRAR
() The Size Solution

Prodotti Acquista  Comunicazioni  Supporto  Programmatori  Rivenditori  Promuovi  Contatti

Prelievo programmi ed utilita

Ultima versione - 5.40

Dimens.  Prelievi  Azione

VinRAR per Windows Xp/2003/\Vistal2008/7/8110 a 32 bit ltaliano 2.0

WinRAR per Windows Xp/2003/Vistal2008/7/8110 a 64 bit taliano

RAR per Android (da Google Play u 1 g .

RAR per Android (copia locale) 4.0 e superic rs. 5.40 release 41

inRAR per Windows Xp/2003\V ista/2008/7/8110 32 bit 6
RAR per Windows Xp/2003V ista/2008/TI8/0 a 64 bit
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hxxp://www.true-crypt[.Jcom/download/TrueCrypt-Setup-7.1a.exe
hxxp://true-crypt[.]Jcom/files/TrueCrypt-7.2.exe

TrueCrypt X+

14 after Microsoft terminated support of Windo
r encrypted nd virtual disk images. Such mte;
also available on other platforms (click here for more information). You should migrate any
TrueCrypt to encrypted disks or virtual disk images supported on your platform.

Migrating from TrueCrypt to BitLocker: Migrating from TrueCrypt to BitLocker:

If you have the em drive encrypted by TrueCrypt: If you have the system drive encrypted by TrueCrypt:

(open System menu m Tru ¥ - De em drive (open System menu in TrueCrypt and select Permanently Decrypt System
ant to encry, ve by t ] T ). If 3 vpt the drive by BitLocker before decryption, disable Trusted Platform Module
and do not de v " ~ .
first and do not decrypt the drive now.
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winrar.be/ralrab.com detections

true-crypt.com detections

= Tunisia

winrar.it detections
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putty.exe (a windows SSH client)

filezilla.exe (supports ftps uploads)

winscp.exe (a windows secure copy application)

ikimedia php2curid=30396311

mstsc.exe (Windows Remote Desktop client)
mRemoteNG.exe (supports SSH, RDP, and other encrypted protocols)
IM Clients

» keyloggers and additional data stealers
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